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GLOBAL DATAGUARD POC

Global Dataguard is a managed service and security company that 
offers out of band solutions to accomplish and correlate the following:
◼ Scheduled/Automated Vulnerability Scans

◼ Network Behavior Analysis

◼ Log Centralization

◼ Signature Based IDS/IPS

◼ 24/7 Managed Service that evaluates collected data and prepares custom 
alerts/reports for internal consideration and action.



 WHAT DOES THE DATA SHOW?
WE ARE BEING TARGETED.









WHAT DOES THE DATA SHOW?
  WE ARE MAKING 

PROGRESS

◼ In a short period of time, this information has proved valuable.

◼ Client Support and IT Partners have been working to help us locate and 
remediate infected machines.
◼ On September 18th, the top ten offenders on the 129.49.x.x network generated 183,545 hits on our existing IPS.  The 

same report on October 18th generated “only” 16,591 hits.

◼ Networking has assisted in shutting off network access to breached computers 
when necessary.
◼ Repeat offenders and computers that can not be located are being disabled.

◼ Armed with the data GDG supplied, we are exploring how to better utilize some 
existing tools.
◼ For example, previously we were seeing on average about 500,000 RDP successful alerts per day. It has now 

dropped to around 150,000 per day. 





◼ Developed a three year plan to 
improve security

◼ Policies

◼ Procedures

◼ Practices

◼ Infrastructure

◼ Presented it as a Project 50 
Forward Project

SO, WHAT IS DOIT DOING TO ADDRESS THE THREATS? PLANNING



◼ Information Security, Client 
Support, Systems and Data 
Network Services are working 
together to:

◼ Intervene on particular threats

◼ Examine security practices

◼ Better use existing tools

◼ Rethink how we do business

SO, WHAT IS DOIT DOING TO IMPROVE SECURITY?                  







SECURITY IS A PROCESS



INFORMATION SECURITY CONTACT DETAILS

◼ Philip Doesschate

◼ philip.doesschate@stonybrook.edu

◼ (631) 632-6238 

◼ Eric Johnfelt

◼ eric.johnfelt@stonybrook.edu

◼ (631) 632-9939 

◼ Matthew Nappi

◼ matthew.nappi@stonybrook.edu

◼ (631) 632-4856

◼ Mark Velazquez

◼ mark.velazquez@stonybrook.edu

� Shared Mailbox:

� Information_security@stonybrook.edu

� E-mail Group

� Doit_Security@stonybrook.edu
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